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Part 1. Introduction 
 
Ponemon Institute is pleased to present the findings of Challenges to Achieving SIEM 
Optimization, sponsored by Cyphort. We surveyed 559 IT and IT security practitioners in 
organizations that utilize a Security Incident and Event Management (SIEM) platform. Forty-one 
percent of respondents say they are frequent users of SIEM for incident response and 26 percent 
of respondents say they are involved in SIEM administration. 
 
SIEM is considered critical to a strong cybersecurity posture but participants in this research 
believe it is not meeting their expectations. As shown in Figure 1, 76 percent of respondents say 
SIEM is strategically important in their 
efforts to monitor and respond to cyber 
attacks. However, less than half of 
respondents (48 percent) are satisfied with 
the accurate and actionable intelligence 
generated by their SIEM to address 
security issues, such as the human factor 
risk.  
 
Based on the findings, the following 
capabilities are not often realized in 
current SIEM deployments but would 
increase satisfaction. 
 
! Provides a consistent identity view with 

an extended time horizon 
 
! Ingests third-party intelligence feeds and automatically correlates these feeds with other 

events 
 
! Supports the whitelisting of events as a structured input stream 
 
! Supports the forensic analysis of security incidents 
 
! Prioritizes threat events by correlation of similar detections and or intelligence fields 
 
! Reduces the difficulty in configuring and customizing SIEM during implementation 
 
Respondents also believe the following would lead to a more successful use of SIEM. 
 
! Automate SIEM-generated tasks to allow time to focus on priorities 

 
! Provide greater visibility of network traffic moving across the organization 
 
! Create more accurate, prioritized and meaningful alerts  

 
! Assign additional staff to optimize the ability to analyze and respond to data from SIEM 
 
! Provide better understanding of the context (users, devices) associated with SIEM events 

 
! Reduce the generation of a lot of low level data and alerts that make it difficult to focus on 

what matters most 
 

Figure 1. The importance and satisfaction with SIEM 
Strongly agree and Agree responses combined 
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Part 2. Key findings 
 
In this section, we provide a detailed analysis of the research. The complete audited findings are 
presented in the Appendix of this report. We organize the report according to the following topics. 
 
! Challenges with current SIEM solutions 
! Perceptions about the use of SIEM solutions 
! SIEM value and cost 
 
Challenges with current SIEM solutions 
 
Few organizations have SIEM technologies that exceed expectations. As shown in Figure 2, 
only 19 percent of respondents say their SIEM technology exceeds expectations and 30 percent 
of respondents say they are disappointed in their SIEM.  
 
A possible reason for the disappointment is the difficulty in implementation. Seventy-five percent 
of respondents say the effort to configure and customize SIEM during implementation was very 
significant (40 percent of respondents) or significant (35 percent of respondents). 
 
Figure 2. What are your impressions about the SIEM technologies your organizations use 
today? 
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Challenges with current SIEM technologies prevent optimization. According to Figure 3, it is 
difficult to focus on priorities without the ability to automate certain SIEM-generated tasks (71 
percent of respondents) and to have greater visibility of network traffic moving across the 
organization (71 percent of respondents). Respondents say SIEM is valuable but additional staff 
is needed to maximize its value and optimize the ability to analyze and respond to data from 
SIEM (68 percent of respondents and 69 percent of respondents, respectively). 
 
Seventy percent of respondents say current SIEM technologies do not provide the most accurate, 
prioritized and meaningful alerts, 61 percent of respondents say they need a better understanding 
of the context (users, devices) associated with SIEM events and 54 percent of respondents say 
SIEM is “noisy” and generates a lot of low level data and alerts that make it difficult to focus on 
what matters most. 
 
Figure 3. Challenges with current SIEM technologies  
Strongly agree and Agree responses combined 
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The biggest priorities for organizations are better detection of advanced threats and 
automation of manual tasks. According to Figure 4, better detection of advanced threats that 
gain access to internal networks and more automation of manual tasks that consume the time of 
SOC and IR teams are the two biggest priorities. Also a priority is more comprehensive, 
correlated and accurate analytics on security events. The functions most often responsible for 
determining these cybersecurity priorities are the chief information officer (33 percent of 
respondents) and chief information security officer (19 percent of respondents). 
 
Figure 4. What are your cybersecurity priorities for the next 12 months?  
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Fifty-six percent of respondents report they experienced a cyber attack one or more times during 
the past 12 months. As seen in Figure 5, most often these attacks involved known viruses and 
malware (87 percent of respondents), Web-based attacks (56 percent of respondents), spear 
phishing and social engineering (50 percent of respondents), compromised devices (44 percent 
of respondents) and application-level attacks (SQL injection, remote file inclusion) (33 percent of 
respondents). 
 
Figure 5. The types of cyber attacks experienced by their organization in the past 12 
months? 
More than one choice permitted 
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Malicious and negligent insiders are considered the greatest sources of potential 
cybersecurity risk. According to Figure 6, the insider risk both due to carelessness or 
maliciousness is of greatest concern to respondents (63 percent and 45 percent, respectively). 
Other significant concerns are off-site employees (40 percent of respondents) and mobile devices 
such as smart phones (36 percent of respondents). 
 
Figure 6. Today’s greatest sources of cybersecurity risk within the IT environment  
Three choices permitted 
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Perception about the use of current SIEM technologies 
 
The most important features are those that detect and prioritize threats. As shown in Figure 
7, the two most important features are the detection of threats through advanced analytics such 
as user-behavior analytics and anomaly detection and the prioritization of threats, vulnerabilities 
and attacks. Features also considered important are the correlation of multiple related events into 
a single incident and the simplification of the reporting of threats. 
 
Figure 7. The most important features of the SIEM solution used by organizations today 
5=highest to 1=lowest
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Storage of event & log data. Currently, 79 percent of respondents say event and log data is 
stored in their SIEM for less than two months. Ideally, as shown in Figure 8, 76 percent of 
respondents would prefer to store event and log data for at least six months. 
 
Figure 8. How long do you currently store event and log data and how long would you 
prefer to store such data in your SIEM? 

Visibility and identity view. Fifty-six percent of respondents say visibility is most important for 
Web traffic (56 percent of respondents), email traffic (30 percent of respondents) and cloud 
access (27 percent of respondents). Only 28 percent of respondents say their SIEM automatically 
combines multiple similar events into a summary view. 
 
Figure 9. Where is visibility most important to securely operating your organization’s 
networks? 
Two choices permitted 
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As shown in Figure 10, 59 percent of respondents say their SIEM does not provide a consistent 
identity view (for example, a user view or a host name view) for the threat events affecting that 
identity (user, host name), and 66 percent of respondents say this capability is useful. Those 
organizations that say they have a view of users (35 percent of respondents), only 25 percent of 
respondents say their SIEM provides an extended time horizon for the above identify view (for 
example, the story of a particular user or host over a period of year in terms of incidents). 
  
Figure 10. Is there a consistent identity view for threat events affecting that identity and is 
this capability useful? 

Administration and management. As discussed previously, organizations would like to have 
more staff to improve the use of SIEM. According to Figure 11, 78 percent of respondents say 
they have one or less than one person dedicated to SIEM administration and maintenance (42 + 
36). On average, organizations represented in this research have 26 people that are dedicated to 
their organization’s IT security operations and an average of 19 percent of these people are using 
SIEM on a daily basis. 
 
Figure 11. How many people are dedicated to SIEM administration and maintenance?  
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Ingestion of threat intelligence. Forty-six percent of respondents say their organization ingests 
threat intelligence (e.g. events) from other security technologies. As shown in Figure 12, the 
security technologies that most often feed their SIEM are an anti-malware solution (55 percent of 
respondents), intrusion detecting system (51 percent of respondents) and intrusion prevention 
system (38 percent of respondents). Only 29 percent of respondents say their SIEM ingests third-
party intelligence feeds and automatically correlates those feeds with other events. 
 
Figure 12. What security technologies feed your SIEM 
More than one choice permitted 

Thirty-five percent of respondents say their organization’s SIEM ingests non-security data. 
According to Figure 13, the types of non-security data that feed their organization’s SIEM include 
NetFlow data (40 percent of respondents), DHCP log data (31 percent of respondents) and 
radius/active directory log data (26 percent of respondents). 
 
Figure 13. What types of non-security data feed your organization’s SIEM? 
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Whitelisting. Only 24 percent of respondents say their SIEM supports the whitelisting of events. 
According to Figure 14, 71 percent of these respondents say they accomplish whitelisting through 
product-specific whitelist configuration. Only 29 percent of respondents say ingestion of whitelist 
data as a structured input stream is accomplished. 
 
Figure 14. How is whitelisting of events accomplished? 

Forensic analysis. Less than half of respondents say their SIEM supports the forensic analysis 
of security incidents. Of these respondents, as shown in Figure 15, they primarily accomplish 
forensic analysis through ad hoc queries using SIEM’s native user interface (59 percent of 
respondents) or custom interfaces/workflows configured/built specifically for your installation (39 
percent of respondents). 
 
Figure 15. How is forensic analysis accomplished? 
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The value of SIEM to incident response and prioritization. As shown in Figure 16, 60 percent 
of respondents say their organizations’ IT security operations team uses SIEM during the incident 
response process and 63 percent of respondents say SIEM is essential (24 percent of 
respondents) or very important (39 percent of respondents) to the incident response process. 
However, only 25 percent of respondents (Figure 16) say their SIEM prioritizes threat events, for 
example, by correlating similar detections and or intelligence fields. 
 
Figure 16. Does your firm use SIEM during the incident response process and does your 
SIEM prioritize threat events?  

 
  

60% 

33% 

7% 

25% 

69% 

6% 

0% 

10% 

20% 

30% 

40% 

50% 

60% 

70% 

80% 

Yes No Unsure 

Is SIEM used during the incident response team? Does SIEM prioritize threat events? 



 

Ponemon Institute© Research Report    

14 

14 

SIEM value and cost 
 
The allocation of investments in SIEM. On average, organizations represented in this research 
spent $15.6 million on investments in enabling security technologies in the current fiscal year and 
an average of 25 percent is dedicated to SIEM. As shown in Figure 17, most investments in SIEM 
are allocated to staffing, installation and software. 
 
Figure 17. The allocation of investments in SIEM according to four cost categories  

 
Organizations are spending the most on labor costs. As shown in Figure 18, an average of 
$1.78 million is spent on labor costs associated with the implementation and ongoing 
maintenance of their organizations’ SIEM solution. An average of $1.33 million is spent on 
contractors, consultants and managed service providers and an average of $1.10 million is spent 
on other out-of-pocket costs paid for services relating to SIEM installation and deployment 
throughout the organization. 
 
Figure 18. Breakdown of SIEM costs  
Extrapolated value ($ millions) 
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Part 3. Methods 
 
A sampling frame of 16,545 IT and IT security practitioners in organizations that utilize a SIEM 
platform were selected as participants in this survey. Table 1 shows 615 total returns. Screening 
and reliability checks required the removal of 56 surveys. Our final sample consisted of 559 
surveys, or a 3.4 percent response rate.  
 
Table 1. Sample response FY2016 
Total sampling frame  16,545  
Total returns  615  
Rejected or screened surveys  56  
Final sample  559  
Response rate 3.4% 

 
Pie Chart 1 reports the respondents’ organizational level within participating organizations. 
Almost half of respondents (48 percent) are at or above supervisory levels.  
 
Pie Chart 1. Current position within your organization 
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Sixty-one percent of respondents report directly to the CIO or head of corporate IT and 21 
percent report to the head of IT security, as shown in Pie Chart 2.  
 
Pie Chart 2. The primary person reported to within the organization  

 
Pie Chart 3 reveals 66 percent of the respondents are from organizations with a global headcount 
of more than 5,000 employees. 
 
Pie Chart 3. Fulltime global headcount of the organization 
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Pie Chart 4 reports the primary industry focus of respondents’ organizations. This chart identifies 
financial services (18 percent of respondents) as the largest segment, followed by healthcare and 
pharmaceuticals (11 percent of respondents), public sector (10 percent of respondents) and 
services (10 percent of respondents).  
 
Pie Chart 4. Primary industry focus 
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Part 4. Caveats to this study 
 
There are inherent limitations to survey research that need to be carefully considered before 
drawing inferences from findings. The following items are specific limitations that are germane to 
most Web-based surveys. 
 
! Non-response bias: The current findings are based on a sample of survey returns. We sent 

surveys to a representative sample of individuals, resulting in a large number of usable 
returned responses. Despite non-response tests, it is always possible that individuals who did 
not participate are substantially different in terms of underlying beliefs from those who 
completed the instrument. 

 
! Sampling-frame bias: The accuracy is based on contact information and the degree to which 

the list is representative of individuals who are IT or IT security practitioners from 
organizations that utilize SIEM. We also acknowledge that the results may be biased by 
external events such as media coverage. Finally, because we used a Web-based collection 
method, it is possible that non-Web responses by mailed survey or telephone call would 
result in a different pattern of findings. 

 
! Self-reported results: The quality of survey research is based on the integrity of confidential 

responses received from subjects. While certain checks and balances can be incorporated 
into the survey process, there is always the possibility that a subject did not provide accurate 
responses. 
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Appendix: Detailed Survey Results 
 

The following tables provide the frequency or percentage frequency of responses to all survey 
questions contained in this study. All survey responses were captured in December 2016. 

Survey response Freq Pct% 
Total sampling frame  16,545  100.0% 
Total returns  615  3.7% 
Rejected surveys  56  0.3% 
Final sample  559  3.4% 

 
  Part 1. Screening questions 
  S1. Does your organization utilize a Security Incident and Event 

Management (SIEM) platform? Pct% 
 Yes 100% 

 No (Stop) 0% 
 Total 100% 
 

   S2. What is your role in your organization’s use of the SIEM? Pct% 
 Initial purchase/configuration/implementation 15% 

 Frequent for SIEM administration 26% 
 Frequent user for incident response 41% 
 Manager of Security Operations Center 18% 
 Not involved (Stop) 0% 
 Total 100% 
 

   S3.  Which of the following SIEMs are used by your organization? 
Please select only one provider. Pct% 

 Splunk 15% 
 QRadar 17% 
 LogRhythm 10% 
 AlienVault 7% 
 ArcSight 19% 
 Nitro 12% 
 Other 20% 
 None of the above (stop) 0% 
 Total 100% 
 

   Part 2. Attributions 
  Q1. Please rate the following statements using the five-point scale 

provided below each item. 
  Q1a. Our SIEM is strategically important in our efforts to monitor and 

respond to cyber attacks. Pct% 
 Strongly agree 41% 

 Agree 35% 
 Unsure 14% 
 Disagree 9% 
 Strongly disagree 1% 
 Total 100% 
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Q1b. I am satisfied with the accurate and actionable intelligence 
generated by our SIEM to address security issues. Pct% 

 Strongly agree 23% 
 Agree 25% 
 Unsure 19% 
 Disagree 25% 
 Strongly disagree 8% 
 Total 100% 
 Q1c. Our SIEM is “noisy,” meaning it generates a lot of low level data 

and alerts that make it difficult to focus on what matters most.  Pct% 
 Strongly agree 29% 

 Agree 25% 
 Unsure 17% 
 Disagree 20% 
 Strongly disagree 9% 
 Total 100% 
 

   Q1d. Our SIEM is valuable but fairly complex, and we could use 
additional staff to maximize its value. Pct% 

 Strongly agree 33% 
 Agree 35% 
 Unsure 12% 
 Disagree 14% 
 Strongly disagree 6% 
 Total 100% 
 

   Q1e. We need better understanding of the context (users, devices) 
associated with SIEM events. Pct% 

 Strongly agree 31% 
 Agree 30% 
 Unsure 18% 
 Disagree 15% 
 Strongly disagree 6% 
 Total 100% 
 

   Q1f. We need greater visibility of network traffic moving across the 
organization. Pct% 

 Strongly agree 38% 
 Agree 33% 
 Unsure 12% 
 Disagree 12% 
 Strongly disagree 5% 
 Total 100% 
 

   Q1g. We need additional staff to optimize our ability to analyze and 
respond to data from SIEM. Pct% 

 Strongly agree 34% 
 Agree 35% 
 Unsure 11% 
 Disagree 15% 
 Strongly disagree 5% 
 Total 100% 
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   Q1h. We need the ability to automate certain SIEM-generated tasks so 
that we can focus on priorities. Pct% 

 Strongly agree 30% 
 Agree 41% 
 Unsure 10% 
 Disagree 13% 
 Strongly disagree 6% 
 Total 100% 
 Q1i. We need more accurate, prioritized, and meaningful alerts 

presented by the SIEM. Pct% 
 Strongly agree 31% 

 Agree 39% 
 Unsure 15% 
 Disagree 9% 
 Strongly disagree 6% 
 Total 100% 
 

   Q2. Who usually determines cybersecurity priorities in your 
organization? Please choose only one function. Pct% 

 Board of directors / Chief executive officer (CEO) 8% 
 Chief operating officer (COO) / Chief financial officer (CFO) 11% 
 Chief information officer (CIO) 33% 
 Chief information security officer (CISO) 19% 
 Chief risk officer 9% 
 No one function determines cyber priorities 17% 
 Other 3% 
 Total 100% 
 

   Q3. What are your cybersecurity priorities for the next 12 months? 
Please rank 1 to 5 (1=highest, 5=lowest). 

Average 
rank 

Rank 
order 

Better detection of advanced threats that gain access to internal network  1.89   1  
Improved post-attack forensics capabilities  4.36   5  
More comprehensive, correlated, and accurate analytics on security 
events  2.88   3  
More automation of manual tasks that consume the time of SOC and IR 
teams  2.17   2  
More trained staff added to SOC and IR teams to improve security 
admin and response  3.41   4  

   Q4a. Did your organization experience a cyber attack one or more times 
during the past 12 months? Pct% 

 Yes 56% 
 No 34% 
 Unsure 10% 
 Total 100% 
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Q4b. What best describes the type of cyber attacks experienced by your 
organization in the past 12 months? Please select all that apply. Pct% 

 Advanced malware / zero day attacks 15% 
 Spear phishing and social engineering 50% 
 Application-level attacks (SQL injection, remote file inclusion) 33% 
 Advanced persistent threats 11% 
 Denial of service and botnets 26% 
 Compromised devices 44% 
 Malicious insider 28% 
 Known viruses and malware 87% 
 Web-based attack 56% 
 Other 3% 
 Total 353% 
 

   Q5. Where are you seeing the greatest areas of potential cybersecurity 
risk within your IT environment today? Please choose your top three 
choices. Pct% 

 The server environment/Data centers 13% 
 Across 3rd party applications 30% 
 Desktop or laptop computers 9% 
 Mobile devices such as smart phones 36% 
 Internal Network infrastructure (gateway to endpoint) 12% 
 Malicious insiders 45% 
 Negligent insiders 63% 
 Cloud computing infrastructure and providers 27% 
 Virtual computing environments (servers, endpoints) 14% 
 Off-site employees 40% 
 Other 11% 
 Total 300% 
 

   Part 4. SIEM Technologies 
  Q6. What are the most important features of the SIEM solution(s) used 

by your organization today? (Please rank 5 to 1 (5=highest, 1=lowest).  
Average 
rating 

 Detect threats through advanced analytics (e.g., user-behavior analytics, 
anomaly detection)  4.40  

 Prioritize threats, vulnerabilities and attacks   4.22  
 Incorporate threat intelligence from outside sources  3.89  
 Support policy and compliance requirements  3.57  
 Simplify the reporting of threats  4.00  
 Tailor SIEM environment to organization- specific configurations 

(contextual info)  3.36  
 Map threats to affected resources (devices and users)  3.81  
 Correlate multiple related events into single incident  4.13  
 Perform ad hoc queries on stored data for forensics  3.75  
 

   Q7 [Contextual Response]. Are there any other SIEM features not 
included in the above table that you want to mention? 
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Q8. How long do you currently store event and log data in your SIEM? Pct% 
 1 month 34% 

 2 months 45% 
 6 months 15% 
 1 year 3% 
 2 years 0% 
 Other 3% 
 Total 100% 
 

   Q9. How long would you prefer to store event and log data in your 
SIEM? Pct% 

 1 month 9% 
 2 months 15% 
 6 months 23% 
 1 year 26% 
 2 years 25% 
 Other 2% 
 Total 100% 
 

   Q10. Where is visibility most important to securely operating your 
organization’s networks? Please select the top two choices. Pct% 

 Servers  23% 
 Endpoints 26% 
 Web traffic 56% 
 Email traffic 30% 
 Policies and policy violations 23% 
 Protocols 15% 
 Cloud access 27% 
 Total 200% 
    Q11. Where does the IT security budget reside in your organization? Pct% 

 General IT budget 15% 
 Security operations center (SOC) 26% 
 Specialized SIEM budget 8% 
 Information security department 29% 
 Shared among various departments 20% 
 Other 2% 
 Total 100% 
 

   Q12. Please record your impressions about the SIEM technologies used 
by your organization today. Pct% 

 Exceeds expectations 19% 
 Meets expectations 51% 
 Does not meet expectations (disappointment) 30% 
 Total 100% 
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Q13. How much effort was spent configuring and customizing the SIEM 
during the implementation phase? Pct% 

 Very significant effort 40% 
 Significant effort 35% 
 Some effort 16% 
 Minimal effort 9% 
 Total 100% 
 

   Q14. How many people are dedicated to SIEM administration and 
maintenance? Pct% 

 Less than  1 42% 
 1 person 36% 
 More than 1 22% 
 Total 100% 
 

   Q15. How many people are dedicated to your organization’s IT security 
operations? Pct% 

 1 to 5 22% 
 6 to 10 28% 
 11 to 25 37% 
 26 to 50 8% 
 51 to 100 2% 
 101 to 500 2% 
 More than 500 1% 
 Total 100% 
 Extrapolated value  25.6  
 

   Q16. What percentage of your organization’s IT security operations 
team use SIEM on a daily basis? Pct% 

 Less than 5% 13% 
 5% to 10% 25% 
 11% to 20% 21% 
 21% to 30% 20% 
 31% to 40% 15% 
 41% to 50% 4% 
 More than 50% 2% 
 Total 100% 
 Extrapolated value 19% 
 

   Q17. Does your organization’s IT security operations team utilize SIEM 
during the incident response process? Pct% 

 Yes 60% 
 No 33% 
 Unsure 7% 
 Total 100% 
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Q18. If yes, how important is SIEM to the incident response process? Pct% 
 Essential 24% 

 Very important 39% 
 Important 21% 
 Not important 16% 
 Irrelevant 0% 
 Total 100% 
 

   Q19. Does your organization’s SIEM ingest threat intelligence (e.g., 
events) from other security technologies? Pct% 

 Yes 46% 
 No 44% 
 Unsure 10% 
 Total 100% 
 

   Q20. If yes, what other security technologies feed your SIEM? Please 
check all that apply. Pct% 

 Anti-DDoS solution 26% 
 Anti-malware solution 55% 
 Data loss prevention system (DLP) 13% 
 Intrusion detecting system (IDS) 51% 
 Intrusion prevention system (IPS) 38% 
 Next generation firewall (NGFW) 9% 
 Unified threat management system (UTM) 8% 
 Web application firewall (WAF) 16% 
 Endpoint security (AV/EDR) 9% 
 Other 4% 
 Total 229% 
 

   Q21. Does your organization’s SIEM ingest non-security data? Pct% 
 Yes 35% 

 No 56% 
 Unsure 9% 
 Total 100% 
 Q22. If yes, what types of non-security data feed your organization’s 

SIEM? Pct% 
 DHCP log data 31% 

 Radius/active directory log data 26% 
 Netflow data 40% 
 Other 3% 
 Total 100% 
 

   Q23a. Does your SIEM support the whitelisting of events? Pct% 
 Yes 24% 

 No 70% 
 Unsure 6% 
 Total 100% 
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Q23b. If yes, how is this whitelisting accomplished? Pct% 
 Product-specific whitelist configuration 71% 

 Ingestion of whitelist data as a structured input stream 29% 
 Other 0% 
 Total 100% 
 

   Q24a. Does your SIEM support the forensic analysis of security 
incidents? Pct% 

 Yes 49% 
 No 45% 
 Unsure 6% 
 Total 100% 
 

   Q24b. If yes, how is this forensic analysis accomplished? Pct% 
 Ad hoc queries using SIEM’s native user interface 59% 

 Custom interfaces/workflows configured/built specifically for your 
installation 39% 

 Other 2% 
 Total 100% 
 

   Q25. Does your SIEM automatically combine multiple similar events into 
a summary view? Pct% 

 Yes 28% 
 No 67% 
 Unsure 5% 
 Total 100% 
 

   Q26. Can your SIEM ingest third-party intelligence feeds and 
automatically correlate that those feeds with other events? Pct% 

 Yes 29% 
 No 64% 
 Unsure 7% 
 Total 100% 
 

   Q27. Does your SIEM prioritize threat events, for example by correlating 
similar detections and or intelligence feeds? Pct% 

 Yes 25% 
 No 69% 
 Unsure 6% 
 Total 100% 
 

   Q28a. Does your SIEM provide a consistent identity view (for example a 
user view or a host name view) for the threat events affecting that 
identity (user, host name)? Pct% 

 Yes 35% 
 No 59% 
 Unsure 6% 
 Total 100% 
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Q28b. If no, would you find this capability useful? Pct% 
 Yes 66% 

 No 21% 
 Unsure 13% 
 Total 100% 
 

   Q28c.  If yes, does your SIEM provide an extended time horizon for the 
above identity view (e.g.: the story of a particular user or host over a 
period of year in terms of incidents?) Pct% 

 Yes 25% 
 No 67% 
 Unsure 8% 
 Total 100% 
 

   Part 5. SIEM Value & Cost 
  Q29. Approximately, what dollar range best describes your 

organization’s IT security budget for investments in enabling security 
technologies in the current fiscal year? Pct% 

 Less than $1 million 6% 
 $1 to $5 million 13% 
 $6 to $10 million 18% 
 $11 to $15 million 23% 
 $16 to $20 million 20% 
 $21 to $25 million 8% 
 $26 to $30 million 6% 
 $31 to $50 million 2% 
 $51 to $75 million 3% 
 $75 to $100 million 1% 
 More than $100 million 0% 
 Total 100% 
 Extrapolated value  $15.6  
 

   Q30. Approximately, what percentage best describes your organization’s 
total investments in enabling security technologies that is dedicated to 
SIEM solutions? Pct% 

 Less than 5% 0% 
 5% to 10% 13% 
 11% to 20% 31% 
 21% to 30% 25% 
 31% to 40% 14% 
 41% to 50% 11% 
 51% to 60% 5% 
 61% to 70% 0% 
 71% to 80% 1% 
 81% to 90% 0% 
 91% to 100% 0% 
 Total 100% 
 Extrapolated value 25% 
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Q31. Please allocate all 100 points to four cost categories to show how 
your organization’s allocates its investments in SIEM. Points 

 Hardware  8  
 Software  25  
 Installation  26  
 Annual maintenance   8  
 Human capital (staffing)  33  
 Total  100  
 

   Q32. Please estimate the total labor costs associated with the 
implementation and ongoing maintenance of your organization’s SIEM 
solution. Pct% 

 None 0% 
 Less than $1 million 20% 
 $1 to $1.5 million 34% 
 $1.5 to $2 million 18% 
 $2 to $3 million 15% 
 $3 to $4 million 10% 
 $4 to $5 million 3% 
 More than $5 million 0% 
 Total 100% 
 Extrapolated value  $1.78  
 

   Q33. Please estimate the total service fees (cash outlays) for 
contractors, consultants and managed service providers. Pct% 

 None 25% 
 Less than $1 million 11% 
 $1 to $1.5 million 24% 
 $1.5 to $2 million 23% 
 $2 to $3 million 11% 
 $3 to $4 million 3% 
 $4 to $5 million 2% 
 More than $5 million 1% 
 Total 100% 
 Extrapolated value  $1.33  
 

   Q34. Estimate all other out-of-pocket costs paid for services relating to 
SIEM installation and deployment throughout your organization. Pct% 

 None 26% 
 Less than $1 million 23% 
 $1 to $1.5 million 28% 
 $1.5 to $2 million 14% 
 $2 to $3 million 5% 
 $3 to $4 million 2% 
 $4 to $5 million 1% 
 More than $5 million 1% 
 Total 100% 
 Extrapolated value  $1.10  
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Q35. What percentage of anomalous traffic, relative to total network 
traffic, is detected by your SIEM? Pct% 

 Less than 5% 0% 
 5% to 10% 0% 
 11% to 20% 2% 
 21% to 30% 15% 
 31% to 40% 16% 
 41% to 50% 15% 
 51% to 60% 21% 
 61% to 70% 20% 
 71% to 80% 3% 
 81% to 90% 5% 
 91% to 100% 3% 
 Total 100% 
 Extrapolated value 50% 
 

   Q36. On average, how much time does it take your SIEM to detect a 
possible event or compromise in network data? Pct% 

 Within seconds 14% 
 Within minutes 21% 
 Within hours 36% 
 Within days 15% 
 Within weeks 8% 
 Within months 4% 
 Beyond months 2% 
 Total 100% 
 

   Part 6. Organization and respondents’ demographics 
  D1. What best describes your position level within the organization? Pct% 

 Executive 3% 
 Vice president 3% 
 Director 16% 
 Manager 21% 
 Supervisor 15% 
 Staff/technician 40% 
 Other 2% 
 Total 100% 
 

   D2. What best describes your reporting channel? Pct% 
 CEO/executive committee 2% 

 COO or head of operations 2% 
 CFO, controller or head of finance 1% 
 CIO or head of corporate IT 61% 
 General counsel or head of corporate legal 0% 
 Business unit leader or general manager 5% 
 Head of compliance or internal audit 1% 
 Head of IT security 21% 
 Head of security 4% 
 Other 3% 
 Total 100% 
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D3. What range best describes the full-time headcount of your global 
organization? Pct% 

 1,000 to 5,000 34% 
 5,001 to 10,000 33% 
 10,001 to 25,000 15% 
 25,001 to 75,000 11% 
 More than 75,000 7% 
 Total 100% 
 

   D4. What best describes your organization’s primary industry 
classification? Pct% 

 Agriculture & food services 1% 
 Communications 3% 
 Consumer products 5% 
 Defense & aerospace 1% 
 Education & research 2% 
 Energy & utilities 6% 
 Entertainment & media 2% 
 Financial services 18% 
 Healthcare & pharmaceuticals 11% 
 Hospitality 3% 
 Industrial & manufacturing 9% 
 Public sector 10% 
 Retail 8% 
 Services 10% 
 Technology & software 9% 
 Transportation 2% 
 Other 0% 
 Total 100% 
  

 
Please contact research@ponemon.org or call us at 800.877.3118 if you have any questions. 
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