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Although PDF exploits are also declining, they are still a 
presence in email�for example, persuading email recipients 
to click compromised attachments. Spam creators use 
such tactics in tandem with subject lines that play to current 
news or seasonal events (see more on spam on page 19).

Exploit kit developers still rely on Flash, but Flash content 
elsewhere online has been slowly but steadily decreasing. 
However, many online applications, such as those using rich 
media content or interactive advertising, still rely heavily on 
Flash to function.

Alternative applications such as HTML5 are slowly being 
adopted, but the transition is gradual, hence the ongoing 
reliance on Flash. As long as Flash exists, it will remain an 
attack vector.

LEADING EXPLOIT KITS CONTINUE TO RELY ON FLASH

Exploit kits, which have helped ransomware to become such 
a prominent threat, continue to make use of Adobe Flash 
vulnerabilities. In Cisco researchers� recent examination of 
the popular Nuclear exploit kit, for example, Flash accounted 
for 80 percent of successful exploit attempts.† 

Adobe is responding to the frequent exposure of 
vulnerabilities with patches; however, attackers move just 
as fast. As soon as Adobe releases a Flash update to patch 
vulnerabilities, exploit kit authors begin reverse-engineering 
the patches to discover what was fixed. Within a week, 
exploit authors identify and weaponize Flash vulnerabilities 
that they use for remote code implementation.

We recommend that users and administrators disable 
or remove unnecessary browser plugins to reduce their 
exposure to threats�or at minimum, upgrade Flash as 
soon as updates are released.

To help emphasize the positive impact of installing 
patches, Figure 3 shows the various exploit kits that 
have incorporated recent Flash and Microsoft Silverlight 
vulnerabilities. By installing available patches for all these 
vulnerabilities, users can significantly blunt the impact of 
ransomware delivered by exploit kits.
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Figure 3. Vulnerabilities Used by Exploit Kits

† �Threat Spotlight: Exploit Kit Goes International, Hits 150+ Countries,� Cisco Talos blog, April 20, 2016:  
http://blog.talosintel.com/2016/04/nuclear-exposed.html. 
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JBOSS: VULNERABILITIES IN INFRASTRUCTURE 
PROVIDE ATTACKERS WITH TIME TO OPERATE

Ransomware creators have gained an advantage in their 
campaigns from JBoss, the enterprise application software. 
As seen in a recent ransomware campaign involving 
healthcare organizations (page 7), vulnerabilities in JBoss 
are allowing bad actors to gain entry into networks�and gain 
time to gather data or launch malware. The JBoss-enabled 
compromises offer more evidence that poor maintenance 
of networks provides criminals with access to them�access 
that can be blocked.

Cisco researchers have found that JBoss-related 
compromises have made significant inroads within servers, 
leaving them vulnerable to attack. In our scan of the Internet:

•• We looked for servers reporting a JBoss installation 
in the HTTP headers or page content.

•• We then searched for the presence of a number 
of different back doors, web shells, or other .jsp 
compromises on the hosts.

Figure 5 shows the percentage of servers that appear to 
have been compromised compared with the number of 
servers showing a JBoss installation. In the United States, 
for example, 11 percent of the observed web shells show 
signs of compromise.

Source: Cisco Security Research
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Figure 5. Presence of Web Shells Indicates JBoss Compromises
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