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E  LETTERS TO THE EDITOR

ranges from 0.4 to 6.1 per 1000 patients.6 How 
would methadone safety be defined in this con-
text? At what incidence of naloxone administration 
would methadone be considered unsafe, or safe, 
compared to other opioids? Using Dr Weingarten’s 
posit of 1 naloxone administration per 1000 anes-
thetics, one would need a trial of 78,789 patients to 
show a 30% difference in naloxone use. We agree 
that a comparative effectiveness trial would be 
ideal and encourage Patient-Centered Outcomes 
Research Institute or other entities to sponsor such 
an important and clinically meaningful outcome 
trial.

Weingarten et al also argue that provider inexpe-
rience with methadone could lead to adverse events. 
This is true of all opioids and all drugs. Practitioners 
should educate themselves, and trainees, about 
pharmacology, therapeutics, and appropriate drug 
use.
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Remote Monitoring and Artificial 
Intelligence: Novel Technologies and 
New Threats

To the Editor

We read with great interest the article by 
Feinstein et al,1 discussing how new technolo-
gies, such as artificial intelligence (AI), remote 

monitoring, machine learning, and augmented reality, 
can radically change the future of anesthesiology. As the 
authors state, these concepts, together with advancing 
medical knowledge, have evolved rapidly, creating the 
potential for new therapeutics and synergistic applica-
tions. The enormous speed of technological develop-
ment in anesthesia and intensive care has been evident in 
recent years, and the coronavirus disease-2019 (COVID-
19) pandemic, along with, rising health care costs, has 
accelerated the progress of remote monitoring.

While the article delves into the potential benefits 
for patients, anesthesia providers, and health care sys-
tems, we have also seen serious risks with the devel-
opments described and would like to broaden the 
discussion for future analysis and research.

We recognize that it is very difficult to cover all 
the important aspects in a short article, but we feel 
that it is important to highlight some conspicuous 
patient safety risks as well as system risks related to 
widely implementing these services and technologies. 
There are clear threats associated with cyber breaches, 
cybercrime, cyberterrorism, and the growing danger 
of hybrid warfare. Whilst there is no internationally 
accepted definition of hybrid warfare, it is usually 
described as a combination of conventional, irregu-
lar, and asymmetric strategies deployed in civilian 
settings. Using a combination of disruptive attack 
modalities, including cyberterrorism and disinfor-
mation, is usually the norm. This concept has been 
increasingly driven by globalization, technological 
advancements, shifting demographics, and the “Great 
Power Competition,” a rivalry between the United 
States, China, and Russia aimed at influencing global 
security, trade, and development.2

Recent global events have also shown that health 
care facilities and medical providers are not immune 
to aggression and threats from terrorists, criminals, or 
rogue states. In fact, the current war in Ukraine clearly 
shows that hospitals, outpatient centers, and ambu-
lances are targets.3

With our increasing dependence on computer sys-
tems and technology in operating rooms, intensive 
care units, and critical care transport, most health care 
systems are becoming extremely vulnerable to cyber-
attacks.4 Many health care IT systems, communica-
tion systems, ventilators, radiotherapy, monitoring 
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systems, and infusion pumps are already extremely 
soft targets because of their inadequate or often out-
dated security controls.

Different types of cybercrime and cyberterrorism 
are constantly increasing, posing a serious threat to 
all parts of the health care system from prehospital 
care and patient transport to in-hospital and outpa-
tient care. Most attacks are perpetrated by criminal 
hackers, but there are also attacks by state-sponsored 
groups, such as the cyber attacks against Boston 
Children’s Hospital, Boston, MA, in 20215 and against 
Singapore Health in Singapore during 2018.6 Recent 
examples of state-sponsored attacks include those 
from Russian hackers who have actively targeted US 
hospitals in response to the support of Ukraine in 
the current conflict. Cyberattacks have been shown 
to cause disruptions in care as well as complications 
from medical procedures and increased mortality.

A paradigm shift in the implementation of 
advanced technologies, such as AI and automated 
systems for assessment and intervention in the 
operating room, as well as advanced monitoring 
at home, necessitates a comprehensive analysis of 
individual patient safety and its impact on society’s 
preparedness and resilience. For instance, data from 
power outages indicate that there is a clear increase 
in Emergency Department visits by patients with 
chronic diseases. Consequently, a cyberattack tar-
geting patients receiving remote monitoring at 
home could pose a significant threat to patient 
safety and put substantial pressure on emergency 
medical services (EMS), emergency departments, 
and hospitals.

It is also evident that intraoperative and postop-
erative workflows, and patient safety, could be seri-
ously affected if they are dependent on automated 
processes for anesthesia, monitoring, and predicting 
the patients´ clinical needs.

We agree with the conclusion of the article that 
“The only certainty is change, and the pace certainly 
seems to be accelerating.” However, we suggest that 
the substantial risks of implementing these technolo-
gies must be addressed in guideline writing, research, 
and preparedness planning to mitigate the looming 
threat of cyberattacks and hybrid warfare.
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In Response

We agree with the response of Dr Granholm 
et al1 that cybersecurity considerations are 
warranted when discussing the future of 

technology in anesthesiology. The authors delineate 
a range of technology-related threats and identify 
examples of cyberattacks on health care systems that 
have already occurred. We agree with their sugges-
tion that technological advancements in health care 
must be coupled with ongoing analyses of individual 
patient safety as well as societal preparedness for 
cyberattacks.

To this end, recent developments in health care 
sector cybersecurity in the United States indicate that 
the federal government recognizes the increasing sig-
nificance of cybersecurity threats and importance of 
proactively protecting against them.2 Strategic goals 
include creating financial incentives for health care 
systems to invest in advanced cybersecurity prac-
tices. Many other countries, including those in the 
European Union, for example, have adopted strategic 
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